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Questions/Answers from Presentation given on 04/23/07

1).  The secret key of the client is a one time hash when sent to the Authentication Server.  How does the authentication server know how to decrypt this one time hash?
I was not able to find this information directly.  But, I did find bits and pieces.  Here is what I’ve managed to piece together:

1).  Kerberos contains it’s own database.

2).  The Kerberos database contains all of the user IDs and encrypted passwords (passwords with one way hash function already done on them)

3).  The Kerberos database gets all of its information from the Network database which periodically communicates with it- giving it updated password info.  

2).  Are there any known weaknesses or exploits for Kerberos?
There is a single point of failure in Kerberos:  It requires continuous availability of a central server.  When Kerberos server is down, no one can log in.  But, this can be rectified by having multiple Kerberos servers.

Information found on the following site:   http://en.wikipedia.org/wiki/Kerberos_%28protocol%29
3).  Other than Windows/OSX, where else is Kerberos used?  Do other Operating Systems use this scheme?
The following operating systems use Kerberos: 

 -Windows 2000, Windows XP and Windows Server 2003 use a variant of Kerberos as their default authentication method. 

-Some Microsoft additions to the Kerberos suite of protocols are documented in RFC 3244 "Microsoft Windows 2000 Kerberos Change Password and Set Password Protocols". 

-Apple's Mac OS X also uses Kerberos in both its client and server versions.\

Information found on the following site:  http://en.wikipedia.org/wiki/Kerberos_%28protocol%29
4).  What happens if there is a failure in the Authentication Server or Ticket Granting Server?
Please see the answer to question number 2 above  

5).  How efficient is Kerberos?  What are the factors that offset the efficiency?
I did find several items that could present problems with the efficiency of Kerberos.  They are:

1).  Kerberos requires the clocks of the involved hosts to be synchronized. The tickets have time availability period and, if the host clock is not synchronized with the clock of Kerberos server, the authentication will fail. The default configuration requires that clock times are no more than 10 minutes apart. In practice, NTP daemons are usually employed to keep the host clocks synchronized. 

2).  Password changing is not standardized, and differs between server implementations. 

This information was found on the following site: http://en.wikipedia.org/wiki/Kerberos_%28protocol%29
6).  Does Kerberos have any direct security competitors, whether open source or commercial?
I found the following information on the main competitor of Kerberos.  It also displayed the differences between the two so I thought I’d include it below for your reference.  

Kerberos' main competition is SSL, an authentication technology developed by Netscape which uses certificates issued by Verisign to vouch for the client's identity. The two are really suited for different purposes. It is a worthwhile exercise, however, to compare the two.  
  

	SSL
	Kerberos

	Uses public key encryption
	Uses private key encryption

	Is certificate based (asynchronous) 
	Relies on a trusted third party (synchronous) 

	Ideal for secure communications with a large, variable user base that is not known in advance, such as the WWW, because it can be used when one side of the communication does not know a password. 
	Ideal for networked environments where all services and users are known in advance. However, authentication and ticket granting services become a bottleneck as network requests increase. Version 5 will make Kerberos more scalable with the ability to hierarchically arrange realms of the network, each of which has its own AS and TGS, and which trust each other based on explicit instructions from the system administrator. (This is known as cross realm authentication.) 

	Key revocation must be accomplished either by sending revocation certificates to all relevant servers or by having a centralized, available "Revocation Server" against which all certificates would be compared. This removes one of the key benefits of SSL - its independence from trusted third parties. 
	Key revocation can be accomplished by disabling a user at the Key Distribution Center. Once again, the extent of an attack is limited to the remaining time on any outstanding tickets. 

	Certificates sit on a users hard drive (even if they are encrypted) where they are subject to being cracked. 
	Passwords reside in users' minds where they are usually not subject to secret attack. (This assumes that users do not write their passwords down.) 

	Uses patented material, so the service is not free. Netscape has a profit motive in wide acceptance of the standard. 
	Kerberos has always been open source and freely available. Kerberos is open source and platform independent, It can be used on Unix, Windows, Macintosh, and AFS.


I found this information on the following site:  http://www.obscure.org/~jafitz/250_p1/kerberos.htm

7).  What is RSA algorithm?  Where did Kerberos use this algorithm?

RSA is an algorithm that is used to create public-key cryptography.  It is not used in Kerberos.  Kerberos uses symmetric key cryptography which is based on the DES algorithm.    Remember, public-key cryptography uses both a public key and a private key.  If data is encrypted with the public key then only the private key can decrypt the data (an vice versa- if the data is encrypted with the private key then only the public key can decrypt the data).  Symmetric key cryptography uses just the one key.  The same key used to encrypt the data is the also used to decrypt the data.  

This info can be found in the textbook- Chapter 19 pages 875-880.
8).  How does it recognize a security attack and how does it respond?
Kerberos does not directly recognize security attacks. What is will recognize is if the password that was entered or the secret key that it being passed is not the same information that it has within its database.  If this does occur, then it will stop the authentication process and the user will be denied entry to any services controlled by the Kerberos servers.  

9).  Can the limitations of Kerberos be improved? 
Yes, per my slides, Kerberos can be combined with other techniques such as one time passcodes and Public-Key Cryptography to help make it a stronger authentication system.

10).  How long is a ticket valid for?  
The ticket granting ticket is only good for a fairly short period, typically eight to ten hours.  Also, after expiration, it is not usable by anyone, including the user or any attacker.  

Information found on the following site:  http://www.isi.edu/~brian/security/kerberos.html
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