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Abstract
Due to the increasing amount of wireless access points that provide service for the general public in places like hotels, restaurants, airports, train stations and cafes, there is a need for a wireless protocol that allows public access to secure wireless access points. Security protocols exist for wireless networks; however, all widely implemented protocols require some sort of authentication that is unavailable to public users. Few attempts at implementing a protocol which allows public access to a secure wireless network have been made. In this report we discuss these protocols and propose new solutions. 

1. Introduction

Wireless networks are everywhere, and ensuring secure wireless communication is of great importance. This research investigates infrastructure networks. This kind of network is based upon one or more connected Access points (AP) that end users connect to in order to access the network. Security for infrastructure wireless networks is usually ensured through the use of a wireless portal or the implementation security protocol. A wireless portal is a computer running server software that manages every connection on a given access point. A security protocol is a standardized software package that is installed both on an access point and the client computer. This software dictates how the computer and access point should communicate.

The problem addressed in this research is the lack of a common protocol that provides a secure connection to an access point, but does not restrict access to that network from the public. A wireless network using WEP is secure, but restricted, meaning that people need to know a secret key in order to connect to the network. The main use would be in public places. Consider a wireless network in an airport - in order for it to be public, it has to be non-secure, which puts users at risk. We investigate alternatives which would enable the implementation of a public and secure wireless network. Does a protocol like this already exist? Are there implementations of current protocols that could ensure a public and secure network? If these do exist, why are they not widely used?
2. Some Known wireless vulnerabilities[1]
In order to better understand wireless security and what is needed in order to create a secure and public network, it is important to know vulnerabilities that are common to wireless networks.

2.1  Wireless Sniffing/Wireless Probing


Wireless sniffing is a method of wireless hacking in which a computer picks up packets of information that are being sent between wireless clients and access points. These data packets could belong to a secure or insecure communication session. “Even though the attacker gathers considerable amount of information regarding a wireless network through sniffing, without revealing his wireless presence at all, there are pieces that may still be missing.  The attacker then sends artificially constructed packets to a target that triggers useful responses.  This activity is known as probing or active scanning. “[1]
2.2. MAC Address Spoofing / IP Spoofing

The MAC address is a unique identifier burned into the network card, wired or wireless. 
An IP address is a unique identifier associated with a computer within a network. Unlike a MAC address, the IP address can change from network to network.
When intruders are able to spoof their IP address or MAC address, they are changing the network fingerprint of a computer, therefore allowing their computer to be viewed as any specific computer on the network. This turns out to be very dangerous, especially in wireless networks, because with many implementations of wireless portals, access is provided only to computers whose MAC addresses are recognized. This allows other people to sniff out packets between an access point and a client, and decode their MAC address, spoof it, and basically become that computer on the network.

IP Spoofing happens when a computer sends packets to another computer and spoofs the source of the packet. In such situations the receiver will believe that it is coming from the access point, but it could have easily been sent by another computer that spoofed the IP address.
2.3 Man in the Middle Attack
The Man in the Middle (MITM) attack is a very serious attack, in which an “attacker can merely observe the communication or modify it before sending it out.  An MITM attack can break connections that are otherwise secure.  At the TCP level, SSH and VPN, e.g., are prone to this attack[1].” In an MITM attack all data that goes from the client to the access point and vice versa also goes through the attacker.
 The attacker that is performing an MITM uses two network cards. One of these cards is to act as the access point to the client, and the other card is to act as the client to the access point. The attacker first sends a Deauthentication frame to the client using the access point’s MAC address, so that the client believes that it has been disconnected from the access point. At this point, the user then begins to search for the access point in order to reconnect to it. The attacker’s network card that is acting like an access point is broadcasting the same SSID (Service Set Identifier, the actual name that an access point broadcasts so that users know what network they are connecting to) and has the same MAC address as the access point. At this point in the attack, the client sees the legitimate access point and the attacker’s network card as identical access points. The user’s computer chooses which access point to connect to based upon which one is broadcasting a stronger signal. If the user connects to the attacker’s fake access point, the attacker then forwards all the information from the access point to the user and vice versa. This allows the attacker to modify any information before forwarding the packets.  This kind of attack can also be initialized by a technique called Address Resolution Protocol (ARP) poisoning. 

ARP is a protocol that enables a network to find a user’s hardware address (MAC address) when the network has only the user’s IP address available. When a network receives a packet whose destination IP address is unknown to the network, ARP caches the packet in a queue and sends an ARP Request packet over the subnet asking if any machine’s IP address matches the unknown IP address. If there is a matching IP address, that machine responds with an ARP Reply packet, containing its MAC address.  The ARP client table (the table that holds all of the MAC and IP addresses) is then updated and the packet is dequeued and sent to the destination. 
ARP updates its table if it receives an ARP Reply packet, regardless of whether it is in response to an ARP Request packet or not. This means that an IP Address can be matched with a new MAC address whether or not the source IP address stored in the ARP Reply packet is in the ARP table. This allows ARP poisoning, which happens when an attacker spoofs its IP address and sends an ARP reply packet to a machine with the wrong MAC address in order associate that MAC address with the spoofed IP. 

In an MITM attack using ARP poisoning, the attacker performs ARP poisoning attack on both the access point and the user. This makes the client believe that one of the attacker’s network cards is the access point, and it makes the access point believe that the other network card is the client. From this point on, all the attacker needs to do is forward the information from the access point to the client and vice versa, modifying any information that he/she wants. ARP poisoning is a more effective way of initializing an MITM attack.
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Figure 1 (MITM Attack)
2.4 Denial of Service
A denial of service attack on an access point happens when an attacker uses multiple network cards to send a large amount of packets to the access point in an attempt to block any other information from getting in. These unauthorized clients flood the outlet a legitimate user may want to connect to, but cannot connect due to the high amount of resources that the unauthorized users are consuming.
3. CHOICE Network[2]
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Figure 2 (Choice Network[2])
3.1 Implementation of the CHOICE network
3.1.1 Protocol for Authentication of Negotiation of Services (PANS)
“PANS  facilitates authentication,  authorizes  access,  enforces  policy  and  last hop QoS[Quality of Service], and  provides  privacy  to  network  users  and accounting to network operators[2].” PANS is the key security protocol which is the basis for Microsoft’s CHOICE network. It comprises the software that is installed on the end user’s computer as well as on the PANS verifier, which is an important part in authentication in the CHOICE network.

3.1.2 How it works

Refer to Fig. 2 throughout this section. The client first connects to the public access point, and receives an IP address.  Using HTTPS (secure Hyper Text Transfer Protocol), the user is able to download needed software from the internet in order to complete the PANS authentication. From here, the user authenticates with the PANS verifier, which verifies the authentication request, and then sends it to the Global Authenticator. The Global Authenticator then returns to the PANS client and verifier a key and a token. This key and token are used to encrypt and authenticate all data that will be subsequently transferred between the client and the access point. In addition, the PANS verifier assigns a key identifier which is the index of the (key, token) pair stored in a table by PANS verifier. 

The PANS verifier accepts DHCP (Dynamic Host Configuration Protocol that assigns IP addresses to clients), PANS (secure data between the access point and users), and HTTP packets which are part of the initial authentication process. This restriction of packets secures the subnet so that only secure data or data that is part of the authentication process may get through.

After authentication, all data sent between the access point and the client is encrypted using the key and token assigned to that specific user. It is then decrypted by the verifier and forwarded to the destination. The key and token are only sent from the access point to the client once using HTTPS, so it is encrypted data. From that point on, only the key id is sent with each packet, and the PANS verifier uses that id to look up the key and token in order to decrypt the data. Because it uses this key id to represent the user instead of an IP address or MAC address, it makes it less vulnerable to IP or MAC address spoofing, which includes MITM attacks.
3.2 Possible Applications to a Public and Secure network

The CHOICE network provides a few things that would be useful in implementing a Public and Secure network. Actually, it would be an ideal implementation for a public and secure network if it were not for the Global Authenticator. In this case, the user is required to have a login and password in order to have access to the network, which makes it restricted. If the key and token were assigned by the PANS verifier without having to do some sort of user authentication, then users could have their own key and token to uniquely encrypt their own connection.
3.3 Potential vulnerabilities
Even though the key and token are initially sent using HTTPS, there is still a possibility that an MITM attack could be taking place during this transfer, and the attacker could then decrypt the encrypted HTTP packet and retrieve the key and token. Although it would be difficult for the attacker to decrypt the data using the key and token from there, it is a possible circumstance nevertheless. Either way, it provides some level of security compared to a public network. 
4. Linux Wireless Portal[3]
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Figure 3 (Wireless Portal)

4.1 Overview

A Linux Wireless Portal (see Figure 3) is a machine that is connected to an access point. The access point forwards all incoming packets to the machine. The machine is running server software that handles all the packets coming from the subnet, and also handles all incoming packets. This allows the Wireless Portal to restrict or allow any access to the subnet that it is managing. 

4.1 Implementation

All that is needed in order to implement a Wireless Portal is a machine running the appropriate software. It is pretty simple to create a wireless portal, because it really just acts like a network proxy, forwarding all the information from the client to the destination. And because all data in a network passes through the portal, the portal can restrict access to a certain protocol, or a certain website. The portal can also restrict access to certain IP’s or MAC addresses. Common applications used in Wireless Portals are Monowall, noCatAuth, and WiFiDog[3].
4.3 Analysis and Possible Applications to a Public and Secure network

The main problem with Wireless Portals is security. The network packets are just forwarded and not encrypted, leaving them vulnerable to wireless sniffing and probing. The network is also susceptible to MAC and IP address spoofing, especially in a Wireless Portal that restricts access based on MAC or IP address. However, a wireless portal is relatively easy to implement, and does not need a machine with a lot of storage space or memory. Furthermore, wireless portals are not computationally intensive, meaning that they could be implemented with low-end computers. 

A wireless portal is a potential choice for implementing a public secure network, since it can basically restrict or allow access in various ways. This allows the implementation of any security measures that are needed. A Wireless Portal is very open-ended and customizable, which makes it a more viable option than a new wireless protocol when thinking about possible implementations of a Public and Secure network.
5. Proposed Future Work
We propose to design and analyze the performance of a secure and public wireless network that combines various features of the CHOICE network and Wireless Linux Portals. Our design will consist of using a Wireless Portal to implement something like PANS. Where a computer connects to a network, receives an IP address, and until that computer is authenticated, no packets will get through to the internet or any other part of the network, except for the portal. The portal would respond to any HTTP requests with a forward reference to a website/web application located on the portal. This web application would force the user to download and install a security application in order for him/her to connect to the internet through the network. Once the user had installed the application, the client computer will send a request for authentication to the wireless portal. The portal will respond with a key and a token (much like the CHOICE network), and a key id which is the index of the key and token in a table stored on the portal. This message will be sent through HTTPS to ensure that it cannot be easily intercepted. From this point on, the user is authenticated with the wireless client, allowing all the data between the portal and the client to be encrypted, then decrypted and forwarded to its destination. 

This is the basic idea behind the CHOICE network, but without the Global Authentication. It will be our goal to come up with a detailed design and a plan for implementing such a network, and also analyzing the speed of the network and the resources that it would use up.
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